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ZEISS Industrial Quality Solutions
Together: Carl Zeiss Industrielle Messtechnik & Carl Zeiss GOM Metrology

Zeiss Group
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digiZ Innovation Center |
Digitization: Detect | Discover | Develop | Experience ostwlriembery

LOCATION AALEN LOCATION HEIDENHEIM
Industry 4.0 as a Venue / TestLab Mixed Reality / 3D

LOCATION SCHWABISCH GMLND

Smart Factory

US/ IR /a6
communication

‘ ARTIFICIAL INTELLIGENCE
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digiZ Innovation Center
Strong Partner Network ostees

~ AVARADEX

QW : €nBW 0DR
code«nyqround

OSTALBKREIS DEL\VERINGqRUNWAYS,

Landkreis
Heidenheim

ﬁmm‘% EVU G GEO DATA o Handwerkskammer IGO3DO INNE_0®

Q INFORMATIONSSYSTEME Ulm Business Solutions That's IT.

®
=] Kreissparkasse

Heidenheim

(N

. MERKLE MENRAD NX NetCom BW N/ZERPEL

= Kreissparkasse PARTNER THE VISION “
Ostalb

E \é\gm%ct::ggdumonsu FOR NAX
ﬂﬁﬂgg Raab ; A vo I T H W IT mit System
IT Systemhaus seit 1988 SDZ. Druck und Medien [ A et Y. R

WLO 2% g‘digital@bw

Baden-Wiirttemberg
INISTERIUM FOR WIRTSCHAFT, ARBEIT UND TOURISML:

The project is funded by:

INSORED MEMBERSHIP APP

p E
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ZEISS 1 March 2024 6



SCALE it cooperative SCAL=It,
Vision | Mission | Values o

business model

Cooo
—

Market Place
App Store

as sales channel for hardware,
software and supporting services

» Support for the development of YOUR applications
based on

Develop Install & Run
reduce YOUR costs
plug & play apps from app store

In front-end, logic, connectivity,
hardware and application work together.

* The offers complete

I | "\Sup_port/'
* Everything from a
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SCALE it cooperative SCAL=it .e0
Knowledge | Products | Business

Supplier T =a. Market Place
@S & | .
552 =% | - Y
TRl | e

App Store

SCALE it &8¢

| Transter
Genossenschaft ‘
m
Container infrastructure
Web app template

WebApps Ecosystem definition Browser

» Coordinated app ecosystem from different manufacturers
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SCALE it cooperative SCAL=It,

0
Members | Promoters o
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Industry 4.0 Architecture
Network Structure

Green Zone

Corporate Network (connecting corporate services
e.g. administration, development, ERP, .. ~

|
ég @ irewall Red Zone &-

Plant Floor Network
!,f ﬁ:ﬁﬂntmllerﬁ @Cﬂﬂtmllem L\ Plant Floor Network (connecting plant floor services
/ e.g. sensors, devices, machines, distributed control, HMI, ...)

Quelle: OPC Unified Architecture, Stefan Hoppe, 2014

» Network architecture of a company in the three-zone concept
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Industry 4.0 Architecture & GEMIM3D ﬁ
Industry 4.0 Architecture: Software Infrastructure for Metrology = ~

Connected World

S &>
(CLOUD native + N = = =X
CLOUD agnostic) 3 sk
Web Technology s '
™ 7 ad
(Scalable = —a
software infrastructure
& microservices) EDGE Smart Facto ry
(compute & store I T = .
R o el )

& OT-IT interface

m-- r" (=) = '
y - fe=il i-‘-' \-4-» G or v o+
&% (o - L1 -
GA =

Smart Products

Production ar—
Processing 6%‘0 @ & ATl
VDMA MES RAMI 4.0 Source: Plattform Industrie 4.0

» Transition from the automation pyramid to the Industry 4.0 platform
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Industry 4.0 Architecture
Network Architecture: Provisioning of Data out of Sensor Networks

Internet > Cloud

Enterprise

Green Zone
Corporate Network

> On-Premises

» No direct transition from sensor to the public cloud
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Industry 4.0 Architecture
Network Architecture: Provisioning of Software to the Shopfloor

Market Place / App Store
Cloud

Internet

Enterprise

Green Zone
Corporate Network

> On-Premises

» Carry out test scenarios, set parameters and solve security issues
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Industry 4.0 Architecture
Ecosystem Architecture: Provisioning of Software to the Shopfloor

Cloud Open, multivendor- capable distributed Edge Computlng Platform
Platform Base Services WebTech Apps Browser Visualization
On-Premises Service Secure Temperature (Micro Frontend Technology)
| Discovery On-Boarding |: ||Measurement

- | Temperature i
| |Measurement i

Editor Service Licensing X\:‘:;atii
, Wastage
Shopfloor : WebTech Analytics
Edge Computing ! MQTT Service App-Pool
SCAL= SCALE it
Application oo WebTech App Transfer Technology|| Pub/Sub Messaging Software
Web Discover |ﬂf|’3.Stl’U CtU re
y
Tech Securt
Il
App i WebTech App-Store
Data Base [App] [App] [ABB] [App] [App] [App]
|
|

A Continuous . _ .
Development & Integration | » Multiple software supplier provide to an app store
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Industry 4.0 Architecture

Ecosystem Architecture: Realization of Industry 4.0 TestLab Enterprise

Connected World

static IP-address

217.78.162.91

Green Zone

Corporate Network
192.168.178.xxx

VPN

WIN 10 Prof t*
T 1@

on-P Node
(SCALE it eG)

Shopfloor B
Web-Platform | T §

(Kubernetes)

- Shopfloor Data ; FAB
WIN 10 Prof 1 Secure On-Boarding Siemens

WIN 10 Prof
'Y Digital Calibration
Kubernetes

EDGE Node EDGE Node - TSN

(SCALE it eG) Plant Floor Nw I e e Plant Floor NW
Web Tech On-Shopﬂoor Shopfloor - . S - On—ShOpﬂoor

Platform % Web-Platform i
(Docker-compose) ‘ 1@ Red Zone

Red Zone (Docker-compose)
192.168.153.1...255 ,V.-;-t'/f"f’.' ‘ 192.168.153.1...255
additional selective port forwarding L additional selective port forwarding

TestLab Enterprise @ digiZ AAlen

Service Discovery
Secure On-Boarding
Digital Calibration

Plant Floor NW
On-Shopfloor

Red Zone

192.168.153.1...255
additional selective port forwarding

Shopfloor Edge Computing

» Used by demonstrators of different joint venture projects and SCALE it members
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Uniform data provisioning
Global unique asset identification

<identification provider>:<company identifier>:<item number>:<serial number>

lL J
|

globalAssetid

Unambiguous global instance identification assigned by the manufacturer

Example (ZEISS IMT facility Aalen):

gs1:4054977:6261409141030:17100147

» Different identification providers possible, e.g. also URL, I0-Link, etc.
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Uniform data provisioning
Provisioning of data within ethernet networks using de-facto standards

o ©

® sz ica@

annotated data)

@ stfu I'Qé ®

Server Send | PO
{REST } ™cvens 1 E T F

WebSocket

||||||||i — ScalelT -------- DigitalTWIN -------==m e FabOS / GEMIMEG-II
i T WIN _ _ _
JSON (Java Script Object Notation)

Topics

\V QTT OPC UA pl/s OPC UA REST SSE

: _ WebSocket ’
Publish / Siubscribe HTTP (s) APACHE
Internet — Protocol TCP / IP
End points

(W)LAN IEEE 802 .x TSN IEEE 802.1x /5G

» Semantic annotation using Sl units, IEC CDD definitions and semantics v1.0
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Uniform data provisioning
Uniform topic approach

<PreTopic>/<globalAssetid>/<PostTopic>

<PreTopic> = <enterprise>/<workCenter>/<station>/<controlDevice>/<fieldDevice>
<globalAssetld> = Das Asset, zu dem die Nachricht zugehdrig ist.

<PostTopic> = <dataCategory>/<dataSubCategory>

Examples:

CoSA Gateway

"enterpriseX/workCenterA/ /cosaGateway/ /gs1:4054977:6261409141030:17100147/equipmentData/digitalNameplate”
"enterpriseX/workCenterA/_/cosaGateway/ /gs:4054977:6261409141030:17100147/softwareData/softwareNameplate”
"enterpriseX/workCenterA/_/cosaGateway/ /gs1:4054977:6261409141030:17100147/alarmAndEventData/states”

Sensor system FD1 at CoSA Gateway

"enterpriseX/workCenterA/ _/cosaGateway/FD1/gs1:4054977:6261409141131:17100321/equipmentData/digitalNameplate "
"enterpriseX/workCenterA/_/cosaGateway/FD1/gs1:4054977:6261409141131:17100321/equipmentData/calibrationData"
"enterpriseX/workCenterA/_/cosaGateway/FD1/gs1:4054977:6261409141131:17100321/processData/measuringValue”
"enterpriseX/workCenterA/_/cosaGateway/FD1/gs1:4054977:6261409141131:17100321/alarmAndEventData/states”

» Definition according to RAMI 4.0 using global asset identification
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Uniform data provisioning

Semantically annotated data structures - basic structure

{

"semantic": // details of used semantics

{ n n

"type":"<string>",

"version":"<string>",

"specification":"<string>“ // responsible organization

}s

"security":

{

"publisher":

{
"id":"<string>",

"name" :"<string>",

"location":"<string>“ // positionId

// globalAssetId

}s

"receiver": // optional

"id": "<str'ing>" 5 // optional, globalAssetId
"name" :"<string>" // optional

}s

// scope of definition, e.g. sensors

// versioning standard: major.minor.patch

Yy ..
"data":

{

"id":"<string>",
"timestamp":"<string>",
"category":"<string>",
"content":

{

}
}
}

// globalAssetId
// UTC ISO 8601

// equipmentData, softwareData, ...

"timestamp":"<string>", // UTC 150 8601 (e.g. 2021-08-20T10:35:00+00:00) > Details Wlthln content Open to
further alignment, e.g. AAS SM data

"signature":"<string>" // optional, hash (not yet defined)

}s

ZEISS

1 March 2024 21



Uniform data provisioning @ GEMIMID w
Sensor pipeline - data exchange using semantics o

Sensor HW HW Edge L User Interface Web
Gatewa 4 ) O Service Browser
OT oy U Broker Sy O o @
SENSOR twin Service Semantics v1.0 SENSOR twin SENSOR twin
ﬂ HW Interface ® O ) O ﬁ Data Interface ﬁ User Interface '
- | @ @ O
‘ mos\f:s};:;uiﬁo

— .
- C
—> © © 4 .ORG
8, 8 o @ Agent Service DB Service »
—> Semantics v1.0 , /
o &0 ° SENSOR twin e'
5 O e ER DB Interface |\>A|O”O% B
N O telegraf v O
telegra r~
: _r > © BOSCH AHInfluxDB =15 Grafana
SIEMENS - (S kanto C dito —> $BaSyx
& BOSCH - J Bosch.lO

» Common understanding of data according to Semantics v1.0
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Digital twin building
WebTech Sensor Twin realized in Micro Service Architecture

Edge Gateway - OR - Shopfloor Edge Computing
Sensor HW 4 Self-Contained SENSOR twin e \\ Client Device
User Interface Service |{ _ : Web Browser
(Frontend) & docker ) 1 Sidecar >
~N : Security :

| o B 11{REST} 1 Services 1 prssmemmmme H

1 | .
bocker. [ Data Interface Service e " . : Cloud-native :
& volume | (Mlddlelayer) &docker ) \&dOCker, >: Edge Platform :

21 14 m———— = e N
1 1 2 MQTT: { REST } : | APP Management | :
( e | j==============={ I
< Hardware specific Interface "1 il
Service (Backend) &8 docker ! {ASSET Management, :
L= n I 3
i 1
11 i L |
Ej Data Base Interface L Eﬁ@’iggﬁ:ﬁ&s K
& dock Service & docker ) S -
\_ 25275 Time Series Data Lo
ICOTA

» Micro service architecture opens new business models for cooperation
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Digital twin building
WebTech Sensor Twin Data

: @ im| | B Tenst R Stx | = ] pod
< O @ A Nicht sicher | 10.198.153.108:54067/data a 73 (= &2
&  SENSOR twin Dev = Data QO & =

@ Available Data

+ B softwareData
o [l softwareNameplate json
o [l felibrarySettings json
Licenses + [ equipmentData
o [l configurationData json
o [l digitalNameplate json
Certificates « [l documents
o [l Semantisch annotierte Datenstrukturen v1.0.0 pdf
o [W DigirasterKalibrierschein . pdf
Graphics o [l SiemenskKalibrierschein_pdf
o [W ZeissKalibrierschein pdf
« B licenses
o [ LICENSE.txt
« I certificates
o [M DigirasterKalibrierschein.xm
o [§j SiemensKalibrierschein.xmi
o [§ ZeissKalibrierschain.xml
« [ graphics
o [l Multisensor jpg
o [limagelogo jpeg
o [l Logo_Manufacturer-Zeiss jpg
« [ topics_json

» Data delivered during deployment of sensor twin software to the customer
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Digital twin building
Data exchange using semantics and digital twin

Sensor HW

-

1 rn

N
:\‘t OPEN INDUSTRY 4.0
/= ALLIANCE
sSensors

HW Edge
Gateway

OoT - |IT

SENSOR twi
ER HW Interface

“]

N
A
gateways
||

*YOPEN INDUSTRY 4.0
/= ALLIANCE

4 )
Broker

Service
= ©
e O OO
E @)
Semantics v10
® Q 6 ©
o

()

mosavuitto

O

.ORG

/

o

N

“\JOPEN INDUSTRY 4.0
/¢ ALLIANCE

edge controller

SENSOR twin
ﬁ Data Interface

- J

Agent Service

ER DB Interface

) telegraf
(@ kanto

N

:\\lOPEN INDUSTRY 4.0
/= ALLIANCE
middle ware

[SENSOR tWin]

DB Service

/\/\B R

MySal:
’ mongoDB.
4 InfluxDB

User Interface
Service

SENSOR twin
ﬁ User Interface

s

15 Grafana

N N

:\\lOPEN INDUSTRY 4.0 :\\lOPEN INDUSTRY 4.0
J= ALLIANCE ) . J= ALLIANCE
DB solutions JJE.)TA | visualization

» Demonstrator idea at digiZ-AA in cooperation with Open Industry 4.0 Alliance
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Digital twin building

Future proofed data formats, semantics and AAS

AAS Engineering

=
AAS Submodel
Templates

ICOTA -

Software
Defined

Manufacturing

& GEMIM3D

{JSPN}
e

Asset Engineering Asset Production

AAS Data
Composer
T

Asset Production @ Manufacturer

Sensor Calibration

Digital Twin SW Engineering - Software
Software X - AAS SM Data JSON
Defined m Credentials
Manufacturing Infrastructure DCCs

Sensor Twin
SW Instance m SW Deployment

Asset Application @ Customer

Software
Defined
Manufacturing

Instance
Infrastructure

Sensor Twin
SW Instance

‘SCALEH

» Demonstrator idea at digiZ-AA in cooperation with SDM4FZI project partners

ZEISS
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Digital twin building
Future proofed data formats, semantics and AAS

AAS Engineering

. 1
AAS Submodel IE DTA :}6PEN INDUSTRY 4.0
Templates oo /¢ ALLIANCE

{JSPN}

Asset Production @ Manufacturer

Sensor Calibration

nsor Twin Web App \

2

AAS Data
Composer
T

Asset Engineering Asset Production

Digital Twin SW Engineering Software
oe AAS SM Data JSON
\;k/ ooooo .
[LU OPEN INDUSTRY 4-0] Credentials
I= Infrastructure DCCs

Asset Application @ Customer

v
\TOPEN INDUSTRY 4.0
/= ALLIANCE

Instance
Infrastructure

Sensor Twin
SW Instance

Sensor Twin
SW Instance m SW Deployment

‘SCALEH.

;;;;;;

» Demonstrator idea at digiZ-AA in cooperation with Open Industry 4.0 Alliance

ZEISS

1 March 2024

28



Summary

01 Introduction

02 Industry 4.0 Architecture Three-zone concept, cloud agnostic web technology, ecosystem architecture
03 Uniform data provisioning Ethernet, MQTT, REST, JSON, Sl units, IEC CDD definitions and semantics v1.0
04 Digital twin building Micro service architecture, asset administration shell
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